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Abstract

Android’s Health Connect framework was recently in-
troduced to unify health and fitness data management
across apps, promising transparency, user control, and pri-
vacy through on-device storage and fine-grained permissions.
In this paper, we present the first empirical investigation of
Health Connect and show that its design suffers from inher-
ent flaws that introduce serious privacy risks, including the
creation of a covert communication channel that can be used
to bypass existing access control mechanisms. Accordingly,
we use dynamic analysis to systematically examine Health
Connect apps, and uncover widespread privacy-invasive be-
haviors. We find that 60.9% of apps fail to comply with Health
Connect’s Ul data transparency guidelines, and 25.6% do not
report the collection or sharing of health records. Additionally,
19.6% of the apps exfiltrate Health Connect data (including
records generated by other apps) over the network, combin-
ing health information (e.g., blood pressure) with personally
identifiable data such as names, emails, Advertising IDs, and
phone numbers. These practices violate Google’s policies
and undermine user expectations of control. We disclosed
our findings to Android’s Health Connect team, who verified
our findings and informed us that our research allowed them
to strengthen their review and policy enforcement processes,
and take action against bad actors. While this is a step in the
right direction, our research demonstrates that Health Con-
nect’s design falls short of its stated goals and, ultimately,
undermines the privacy protections Android has introduced
in recent years.

1 Introduction

The widespread adoption of wearable devices and embed-
ded sensors has led to a rapid increase in the volume, granu-
larity, and sensitivity of personal health data collected on a
continuous basis. Modern devices capture a broad range of
physiological and behavioral signals (including cardiovascu-
lar, metabolic, activity, and location data), enabling detailed

inferences about an individual’s health and daily habits. In
parallel, healthcare systems are undergoing large-scale digiti-
zation, with app-mediated services, remote monitoring, and
electronic health records becoming integral to care delivery
and increasingly promoted by public authorities [33,79, 105].

Health and fitness apps now constitute a significant and
growing segment of the Android ecosystem. While early
apps focused on low-risk activity tracking, contemporary
health apps increasingly process highly sensitive data re-
lated to mental health, women’s health, symptom monitoring,
and chronic disease management [31,34,93]. The COVID-
19 pandemic further accelerated adoption of mobile health
technologies [63,77,109], with widespread use among U.S.
adults [57,65], amplifying the privacy risks associated with
the large-scale collection and sharing of health data.

This necessitated dedicated OS support for managing and
sharing sensitive health data, leading Android to introduce
Health Connect as a centralized platform component. How-
ever, despite the major evolution that Android’s permission
system has undergone [50, 67, 98], prior work shows that
users frequently misunderstand or ignore permission prompts,
leading to broader access than intended [48,101], while devel-
opers often over-request permissions [81]. Moreover, privacy
disclosures remain largely ineffective, as they are often absent
or fail to accurately describe data practices [9, 38]. Newer
transparency mechanisms (i.e., Android’s Data Safety Sec-
tion, Apple’s Privacy Nutrition Labels) exhibit systematic
mismatches between disclosed and actual data collection and
sharing behaviors [27,30,64, 107, 108]. These shortcomings
are particularly concerning for apps handling health-related
data [31,93]. However, while Android’s permission misuse
and data sharing risks have been widely studied, no prior work
has systematically examined the risks introduced by Health
Connect, despite the sensitivity of the data it manages.

To address this gap, we conduct an empirical analysis of
Health Connect and the capabilities it introduces. Even though
its centralized design aims to improve user control by enabling
interoperable health data access across applications, it also
introduces substantial privacy risks. Once permissions are
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granted, applications may access data contributed by other
apps, exposing sensitive health information. The architecture
further enables covert communication channels that bypass
established security mechanisms (e.g., scoped storage [22])
and exposes metadata (e.g., package names and user or device
identifiers) that can facilitate fingerprinting and persistent re-
identification, particularly when combined with distinctive
health attributes. Overall, our analysis indicates that, despite
its stated goals of transparency and user empowerment, Health
Connect reintroduces privacy risks that existing Android se-
curity mechanisms were designed to prevent.

To better understand how Health Connect is being used in
practice, we conduct the first systematic investigation of An-
droid apps that use the Health Connect platform. To that end,
we employ a semi-automated dynamic analysis approach to
monitor Health Connect data flows, by instrumenting Health
Connect and binder-level health-related APIs. We initialize
and test 1,068 Android apps from our dataset that declare at
least one Health Connect permission in their Manifest files;
among them, we find 351 apps that actually invoke Health
Connect APIs at run time, which we then exercise and analyze
systematically. Our investigation shows that 60.96% of apps
fail to comply with Health Connect’s UI data transparency
guidelines [19] and that 25.64% of the apps do not report
the collection or sharing of health records. We found that
29 apps access and leak Health Connect records created by
other apps to 42 domains, with 55.17% of these apps mis-
leading users by failing to disclose that they are transmitting
health and fitness data in their Data Safety section. Cross-app
data leaks include vital signs and location information, while
13 apps leak the list of installed apps through Health Con-
nect’s metadata. We have also identified cases that violate
the user’s privilege for anonymity and enable precise user
profiling by transmitting individual-specific health attributes
combined with device characteristics (e.g., Advertising ID,
user name). To make matters worse, we have uncovered an
app that uses shady techniques for transmitting health records
to third-parties through the use of screenshots. We respon-
sibly disclosed our findings to Google, who acknowledged
the value of our research towards improving the security and
privacy of the Android ecosystem. In particular, our findings
helped strengthen the Play Store’s review process and policy
enforcement mechanisms, contributed to security improve-
ments in Health Connect’s platform, and led to enforcement
actions against non-compliant actors.

As health and medicine become increasingly digitized,
health-related apps will surely become more prevalent and
deeply embedded in modern everyday care. As such, it is
essential that the research community proactively conducts
rigorous investigations of the privacy risks introduced by the
proposed frameworks, before they become the foundation of
a digital health ecosystem that lacks the technical safeguards
to truly protect users’ sensitive data from privacy-invasive
practices.

Our research makes the following contributions:

* We present the first empirical analysis of Android’s
Health Connect and uncover fundamental design flaws
that expose users to significant privacy risks.

We present a measurement study of Health Connect us-
age, leveraging dynamic analysis to monitor Health Con-
nect data flows at the system-level and capture cross-app
data interactions and health data exfiltrations.

We present an in-depth analysis of apps’ run-time behav-
ior and Data Safety section and privacy policies, and un-
cover illegal practices and severe data transparency vio-
lations. We responsibly disclosed our findings to Google,
contributing to ongoing remediation efforts and improve-
ments to the Play Store review process. To facilitate addi-
tional research we publicly share our code and data [7].
We propose a context-aware and purpose-bound access
control mechanism for strengthening the privacy guaran-
tees of Health Connect.

2 Background

In this section we discuss pertinent aspects of Health Con-
nect’s design and functionality, Google’s policies and require-
ments for apps integrating Health Connect, and the architec-
tural design flaws uncovered through our empirical analysis.

Health Connect. Google presented Health Connect as a
platform for managing health data on Android devices. While
initially released as a standalone app, it was fully integrated
into Android 14 as a built-in component of the operating sys-
tem [32, 103]. It was introduced as a unified health platform
intended to reduce fragmentation and ease developers’ burden
of integrating multiple APIs, which required separate connec-
tions and costly maintenance [51-53]. Beyond that, Google
emphasized the benefits for users, presenting Health Connect
as a way to deliver “better, more holistic health insights” [53]
while assuring users that “data is stored on-device, ensuring
the user is in full control of their data” [52].

The Health Connect platform introduces a centralized on-
device database that provides a standardized data schema
streamlining data storage and sharing across apps. It supports
health and fitness records of more than fifty data types [40],
while recently Google added experimental support for medi-
cal records as well [20]. Currently, Health Connect contains
various data types implementing the Record interface, such
as HeartRateRecord, BloodGlucoseRecord and Ovula-
tionTestRecord. Figure 1 shows an example of Exercis-
eSessionRecord, including its properties, a nested record
(i.e., ExerciseRoute) and a metadata object that provides
additional information about the record.

Health Connect apps' interact with the database through a
set of APIs, enabling them to read, write, or update records,

'We refer to apps that utilize the Health Connect SDK as health-related
apps, and data obtained through Health Connect (i.e., health values and record
metadata) as health-related data or Health Connect data interchangeably.
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Class: androidx.health.connect.client.records

ExerciseRoute

ExerciseSessionRecord

startTime ExerciseRoute.Location(
exerciseType latitude,
title

longitude, ... )
notes
laps

Metadata

plannedExerciseSessionld
clientRecordld
clientRecordVision

dataOrigin.(packageName)
device
metadata

Figure 1: Health Connect records.

while users manage access through fine-grained permissions
that must be explicitly granted for each data type or record.
Permissions can be distinguished by the data type they pro-
tect, and between read and write operations. Apps have to
declare the appropriate permissions in their Manifest file and
provide a rationale describing how the user’s data is used and
handled. This onboarding flow is presented to users when
Health Connect permissions are requested; developers are
required to clearly articulate the benefits of health data access
to users, and display the privacy policy dialog through the
PermissionsRationaleActivity [23].

Data Safety labels. Data Safety is a feature in Google
Play that requires app developers to disclose how their apps
collect, share, and protect user data. It essentially provides
users with an overview of how their data will be treated before
deciding whether to install the app. For health-related data,
developers are required to add the "Health and/or Fitness"
label and describe, via keywords, the intended purpose.

Policies and requirements. Considering the sensitive na-
ture of Health Connect’s data, Google’s policy requirements
establish clear expectations for apps utilizing the Health Con-
nect platform [88]. Data obtained through Health Connect per-
missions must adhere to the Health apps policy [59], and apps
are also subject to the User Data Policy and Prominent disclo-
sure and consent requirements [58,60]. Developers must limit
permissions to approved use cases, obtain informed consent,
disclose data practices transparently, maintain strong security
safeguards, and comply with global health data regulations.

Importantly, apps must provide a comprehensive and ac-
curate privacy policy that clearly explains what health and
fitness data they collect/access, how the data is being used,
and provide a clear description of the benefits for the user.
Furthermore, Health Connect data access and use must adhere
to specific limitations: i) "provide or improve the appropriate
use case or features visible in the application’s user interface",
ii) "User data may only be transferred to third parties with
explicit user consent, for security purposes, to comply with
applicable laws or regulations or as part of mergers/acquisi-

tions", (iii) "Human access to user data is restricted unless
explicit user consent is obtained, for security purposes, to
comply with laws, or when aggregated for internal operations
as per legal requirements"”. All other transfers, uses, or selling
of Health Connect data are strictly forbidden. This includes
transferring or selling health data to advertising platforms,
data brokers and information resellers, or using it for serving
ads, including personalized or interest-based advertising [87].
Empirical analysis. We performed preliminary experi-
ments with Health Connect apps between May and December
2024, in conjunction with an empirical analysis of Health
Connect’s design, implementation, and documentation. This
resulted in us identifying concerning flaws in the Health Con-
nect platform that enable behaviors that do not align with
Google’s policies and requirements, thereby limiting user
control and transparency, and undermining their privacy.

The first fundamental flaw in Health Connect’s design is
that granting an app permission to access a specific record
type enables access to all such record instances indepen-
dent of the app that created them. For example, android.
permission.health.READ_SEXUAL_ACTIVITY allows an
app to access all record instances that belong to the Sexu-
alActivityRecord. In practice, this design choice can lead
to over-privileged cross-app data access, as apps are known to
request more permissions than necessary. Additionally, cross-
app data interactions can lead to scenarios where health data
from one app is accessed by another and then transmitted
over the network without the user’s knowledge. As an illustra-
tive scenario, consider an app that has been granted access to
SexualActivityRecord. Based on Health Connect’s current
design, an app can read all sexual activity records generated
by other apps, including highly sensitive attributes, such as
whether encounters are marked as protected or unprotected.
Additionally, it can infer sexual activity frequency based on
the Time fields of these records. By observing longitudinal
patterns and changes in these records, this app can infer in-
timate personal and medical information (e.g., changes in
reproductive health or sexual function).

The metadata included in Health Connect records is also
accessible across apps, and contains the record’s origin
(i.e., package name), unique record IDs and device character-
istics (e.g., type, model, manufacturer). Such data can be used
as additional device fingerprinting identifiers, combined with
Android identifiers (e.g., Advertising ID) and unique health
values to create persistent identifiers. Moreover, Metadata.
DataOrigin.getPackageName () can be used to identify
other health-related apps. This is a known privacy risk [85,96],
since identifying as few as four apps installed on a user’s de-
vice can enable precise identification [8]. In the case of Health
Connect apps, the risk is significantly amplified due to the
very nature of these apps [85]. Crucially, while Android has
taken explicit measures to prevent apps from obtaining in-
formation about other installed apps since v11, this is now
possible again through the Health Connect platform.
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Figure 2: Overview of our dynamic cross-app data analysis.

We also identified a covert-channel for cross-app commu-
nication and data exchange. Specifically, certain record types
expose free-form string fields (e.g., Title or Notes). One
app can, therefore, store arbitrary information in these fields,
which is readable by any other app that has access to the same
type of record, effectively enabling cross-app data exchange
outside of the intended data-sharing model. To make matters
worse, we found that apart from simple string values, the sys-
tem indirectly allows the exchange of more advanced data
types by not enforcing strict character limits. Specifically,
we were able to use the record’s Title field to exchange a
base64-encoded PNG image (with a size of 5.24KB) between
two mock apps, therefore granting image access to an app that
did not have the appropriate Android file permission. This
flaw essentially allows apps to bypass Android’s current ac-
cess control mechanisms, which explicitly prevent such data
exchanges (e.g., scoped storage [22]).

3 Methodology

In this section, we present our analysis framework and work-
flow for studying the use of Health Connect within Android
apps. First, we present our dynamic cross-application data
analysis pipeline (§3.1), then we discuss the rationale behind
our design choices (§3.2), and conclude with details of how
we conduct system and network monitoring (§3.3).

As our analysis targets privacy risks and violations of
health-related apps and potential cross-app interactions and
leakage though the Health Connect SDK, we installed and
initiated all apps in our device prior to our analysis, so as
to populate the device’s database with records from all of
the apps. Our pipeline, as can be seen in Figure 2, is divided
into two distinct phases: Priming and Probing. Overall, our
workflow consists of automatically identifying Health Con-
nect apps, populating the device’s Health Connect database
with data generated by the apps in our dataset, manually inter-
acting with each app while intercepting cross-app data flows
and, finally, correlating system and network logs to identify
privacy risks and violations.

3.1 Dynamic Analysis Pipeline

Here we describe our dynamic analysis pipeline and experi-
mental setup for analyzing health-related apps.

Priming. We interacted with Android apps to trigger their
functionality and granted access to all Android permissions
that each app requests. We also completed any initial setup
steps requiring additional user input (e.g., inputting age, sex,
date of birth, weight, height, blood pressure) by populating
them based on a pre-defined list. This list contains unique val-
ues with decimal numbers for every Health Connect record,
facilitating identification within network traces. To ensure
that every record in the device’s database has at least one
value, we created a toy app that sets all the available records
(39 during the time of our experiments) in the Health Connect
database [40]. This step populates the device’s database with
every available record and not only those that are added by
the apps in our dataset. Consequently, it enables us to system-
atically test whether apps access or handle data beyond what
is necessary or disclosed, providing a more comprehensive
coverage of app’s data collection and sharing practices.

Probing. During this phase we interact with each app for
5-15 minutes (depending on the available functionality) and
monitor the app’s use of Health Connect APIs and network
traffic. We refrain from using automated tools (e.g., monkey
testing or other Ul-exercising tools) to dynamically analyze
apps, as these tools are not optimized for the contextual input
generation needed in our analysis (see §3.2). Our interaction
consists of actions such as signing in, interacting with all
health-related elements, adding input/records and completing
various app challenges or tasks (e.g., performing a specific
exercise, playing mini games and enrolling in fitness courses).
Also, we re-populate the database on a daily basis with pre-
defined records using our toy app. We included this step, as
our analysis spans several days and apps may request access
solely to the most recent records.

3.2 Design Choices

Health Connect apps handle sensitive data, which is often
protected through legislation, that can reveal intimate details
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Figure 3: System monitoring process.

about a user’s physical condition and daily habits. To accu-
rately assess how apps handle this data, we adopted a carefully
designed analysis setup and a semi-manual process, intention-
ally prioritizing precision over scalability. First, our analysis
setup grants all permissions requested by each app and popu-
lates the device’s database with all available records. While
this setup may not reflect all real-world user scenarios, as
some users may grant fewer permissions or have less data
available, it enables consistent and comprehensive evaluation
of apps’ behavior, allowing us to better uncover the under-
lying risks that exist. Next, our investigation requires man-
ual exercising of apps, since maximizing coverage of Health
Connect-related code paths depends on contextual input, and
only human-guided interaction can reliably trigger complex
user interface flows. Many app activities are exposed only
through nuanced, sequential actions that are difficult, and in
some cases infeasible, to reproduce through automated means
across varied Ul interfaces. Moreover, the highly sensitive
nature of the data necessitates manual processing of network
logs to eliminate false positives that could be introduced by
automated approaches.

3.3 System and Network Monitoring

Here we provide technical details about our system and net-
work monitoring process, which allows us to bridge cross-app
data flows from the operating system to Health Connect data
transmitted over the network.

System. We leverage the Frida framework [5] to monitor
and examine the behavior of calls to all Health Connect APIs.

Figure 3 presents our system monitoring process. At a high-
level, our system intercepts all Health Connect classes and
methods, including those within nested classes (@ - @) and
systematically instruments method calls to capture and inspect
both argument objects and return values (@ - @).

Method interception. Apart from offering functionality for
reading or writing health records, the Health Connect SDK
also provides APIs for accessing the records’ metadata. These
metadata APIs can retrieve device information (e.g., manufac-
turer, model, type), and also record operations in the database
(i.e., read, write, update) along with the associated metadata
for each record (e.g., uuid, timestamps and package names).
Initially, we hooked all health.connect. * classes and meth-
ods involved in reading and inserting records (@, @), applying
recursive hooks (@) to capture nested classes (@) and sys-
tematically instrumenting all declared methods within them.
Then, we inspected method calls, arguments, and return val-
ues, to identify access to record values (@). Since the argu-
ments and the return values (@) in several cases consisted of
Java objects containing multiple fields and metadata, we recur-
sively hooked their internal structures (@) to extract additional
relevant information. To ensure comprehensive monitoring
of Health Connect data flows, we instrumented binder-level
health-related APIs, since Health Connect values are read
from and written to the database through the Android Binder.
Additionally, we implemented hooks targeting the package
names of apps utilizing the Health Connect platform. This
process allowed us to map records and data values to their cor-
responding application, since without these hooks we would
not be able to determine which app generated them.

Stacktrace analysis. During method interception, we cap-
tured the stacktrace of each API, and analyzed whether the
first- or third-party is responsible for access to Health Con-
nect information using a list of third-party library package
names based on prior research [29, 66,95]. While third-party
libraries were present in our dataset, we did not observe any
third-party library accessing Health Connect APIs.

Object inspection. Our approach enabled us to capture
Android parcels [21] (@), which required separate handling
due to the complexity and variations in variable names, ob-
ject types, and classes, that prevented tracing via the public
Health Connect API alone. This necessitated combining re-
flection, object inspection, and parcel analysis, to extract rele-
vant data (@). We verified that all method variants were traced,
objects were unpacked successfully, and raw serialized values
exchanged via Binder IPC were revealed to extract pertinent
information (e.g., uuid, package names).

Database Validation. We extract logs from the device’s
database and cross-correlate them with the Health Connect
data flows that we monitor. These logs provide us with addi-
tional insights (timestamps, uuids, etc.) alongside the values’
format in the database. This step is crucial since apps may
parse record values into various formats before the data is
inserted into the database, which would result in breaking our
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mapping of pre-defined records (see Priming phase), that is
required to identify these values in the network logs.

Network. We setup a transparent BurpSuite [4] proxy and
monitor each app’s network traffic for Health Connect values.
Specifically, we check all the values in our pre-defined list us-
ing string-matching, accounting for common transformations
(e.g., GZIP, Base64, MDS5, SHA256), as well as multiple trans-
formations (e.g., URL encoding followed by Base64, MD5
and SHA256), based on techniques commonly used in detect-
ing network leaks [35,43,80]. We perform this same step for
Health Connect metadata that exists in the device’s database
and manually verify all network leaks.

4 Dataset and Experimental Setup

In this section we describe how we collected our application
dataset and provide details about our experimental setup.

Dataset. We collected daily AndroZoo [13] snapshots of
Android apps and their metadata, between February 2024
and March 2025. We identified apps that make use of the
Health Connect SDK by checking the permissions in their
Manifest file. After Google’s stringent policies on the use of
health-related data were announced in March 2025 [88], we
downloaded the latest version of each app in our list from
Google Play, using Raccoon [1]. We discarded apps that
did not include Android health permissions (i.e., android.
permission.health.*), since access to Health Connect
APIs requires developers to explicitly add the appropriate
health permission in the app’s Manifest. Furthermore, during
our manual dynamic analysis we excluded from our dataset
apps that required a paid subscription (24) or membership
(361), compatible external device such as a smartwatch (39),
or if they didn’t actually issue any calls to the Health Connect
APIs (283). Additionally, we were not able to analyze 10 apps
because they failed to run after installation; this behavior per-
sisted even on a clean, non-rooted device for five out of these
apps. The remaining five apps executed normally without
a network proxy and in a non-rooted device, indicating the
use of advanced anti-analysis techniques [111]. In total we
preprocessed 2,348,217 unique apps, identified and manually
exercised 1,068 apps with Health Connect permissions, with
our final dataset consisting of 351 health-related apps.

Device setup. Our testbed consists of a Google Pixel 6
device running Google’s AOSP version 14 and a proxy server
using BurpSuite. We set up our device with a Gmail account
used for logging into apps whenever this is supported, either
through manual login or using Google’s SSO. We added a
SIM card to make the environment more realistic and support
OTP messages as well. We use Magisk [106] to root the device
and Frida server to monitor Android APIs. Furthermore, we
intercept network traffic by configuring the device with the
BurpSuite’s certificate and using Frida scripts for bypassing
SSL pinning and anti-root or anti-tampering detection. Finally,
our experiments were conducted within Europe.

S Measurements and Investigation

Here we present the results of our study of Health Con-
nect apps’ data practices and cross-app interactions. We also
examine whether apps disclose collecting and sharing of
health-related data in their Data Safety and whether they ad-
here to Google’s privacy policy and prominent disclosure
requirements [59]. We note that a complete analysis of apps’
Data Safety sections and privacy policies (i.e., for non-health-
related data) is out of the scope of our work, since prior studies
have extensively explored such issues. We focus our analysis
on identifying cross-app interactions and health-related leaks.

5.1 Data Safety and Policy Compliance

Applications that use the Health Connect SDK must comply
with Google’s regulations designed to enhance data trans-
parency and enable users to make informed decisions about
their sensitive data. Accordingly, developers are required to
clearly disclose any access to, or sharing of, Health Connect
data in the app’s Data Safety section, and provide a compre-
hensive and accurate privacy policy.

Data Safety disclosure. We followed the methodology
of [27] in order to assess whether there are inconsistencies
between the Data Safety section of health-related apps and
their actual run-time behavior. As we focus only on the case
of health-related inconsistencies in apps’ Data Safety sections,
we are looking specifically for the existence of the "Health
and/or Fitness" label, and whether developers describe via
keywords their intended purpose, as required. Specifically, to
assess Data Collected disclosures, we dynamically examined
all triggered Health Connect APIs (§3.3) whose arguments
or return values contained a Health Connect record or sub-
field. To assess Data Shared disclosures, we checked whether
the pre-defined record values of the Health Connect database
exist in the app’s network logs. This process was indepen-
dently carried out by two researchers to ensure no cases were
overlooked. When such data accesses or transmissions were
observed, we checked whether the "Health and/or Fitness"
label was disclosed. Our analysis shows that apps do not uni-
versally follow requirements, as 54 (15.38%) do not disclose
collecting Health Connect records and 47 (13.39%) do not dis-
close sharing them. Overall, 90 (25.64%) apps do not report
the collection or sharing of health records, thus misleading
users and affecting their ability to make informed decisions.

Privacy policy requirement. Two researchers indepen-
dently examined the privacy policies of the 351 apps in our
dataset for the policy requirements described in §2, using a
two-step process. First, they checked whether the app provides
a privacy policy at all. For apps that do, they checked whether
the policy describes access or handling of Health Connect or
health-related data. The initial raters agreed in 97.43% of the
cases; from the disputed nine cases, only three were found
to have appropriate privacy policies. Overall, we found six
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Table 1: Device’s Health Connect records.

Records created by applications in our dataset

R2: BasalMetabolicRateRecord
R4: BloodPressureRecord

R6: BodyTemperatureRecord
R8: BoneMassRecord

R1: ActiveCaloriesBurnedRecord
R3: BloodGlucoseRecord

R5: BodyFatRecord

R7: BodyWaterMassRecord

R9: CervicalMucusRecord R10: CyclingPedalingCadenceRecord
R11: DistanceRecord R12: ElevationGainedRecord

R13: ExerciseRoute R14: ExerciseSessionRecord

R15: HeartRateRecord R16: HeartRateVariabilityRmssdRecord
R17: HeightRecord R18: HydrationRecord

R19: LeanBodyMassRecord R20: NutritionRecord

R21: OxygenSaturationRecord R22: OvulationTestRecord

R23: PowerRecord R24: RespiratoryRateRecord

R25: RestingHeartRateRecord R26: SexualActivityRecord

R27: SleepSessionRecord R28: SpeedRecord

R29: StepsRecord R30: TotalCaloriesBurnedRecord
R31: Vo2MaxRecord R32: WeightRecord

Additional records created only by our toy application

R34: FloorsClimbedRecord
R36: MenstruationPeriodRecord
R38: WheelchairPushesRecord

R33: BasalBodyTemperatureRecord
R35: MenstruationFlowRecord
R37: StepsCadenceRecord

R39: IntermenstrualBleedingRecord

apps that do not provide a privacy policy, and 17 apps that
fail to describe in their policies that they access health data.
Surprisingly, we found three apps that share or sell this data
to advertisers in an aggregated anonymized form, a practice
that is strictly forbidden according to Google’s policies, even
in aggregated and anonymized form. Moreover, we examined
whether the permission rationale presented to the user when
apps request access to health permissions provided a valid pri-
vacy policy link that clearly articulates the benefits of health
data access to users. Specifically, we checked whether the
link exists, resolves, and leads to a valid policy. We consider
policies valid if they are labeled as "Privacy Policy" or "Terms
of Use", or if they describe data access or handling practices.
We identified that 60.96% of the apps fail to adhere to Health
Connect’s Ul data transparency guidelines [19, 23], as the
PermissionsRationaleActivity’s link fails to direct to a
valid privacy policy.

5.2 Health Connect Data Access

Here, we present the results of our analysis of Health Connect
data access across health-related apps.

Health Connect records. The Health Connect SDK
provides a diverse number of classes for various health
records [40]. Upon completion of our experiments, the de-
vice’s Health Connect database had 11,504 records created by
91 apps. Table 1 lists the records that have been created by the
apps in our dataset, and additional records that were created
by our toy app. Each record has its own properties, classes,
methods and fields. For example, the BloodPressureRecord
contains the systolic and diastolic blood pressure values, in-
cludes attributes about the body’s position when the mea-
surement was taken, and the record’s generation timestamp.
Several of these records contain sensitive information, such
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Figure 4: CDF of apps reading other apps’ records (left) and
the distribution of the apps they collect data from (right).

as SexualActivityRecord, OvulationTestRecord, Men—
struationFlowRecord and MenstruationPeriodRecord.
We captured 100 (28.49%) apps accessing 2,334 records cre-
ated by other apps; 25 did so without disclosing the collection
of this data in their Data Safety’s Collected section. Figure 4
(left) shows that 15.67% of the apps access at least five records
that do not belong to them, while 10% access at least 20
records. In Figure 4 (right) we observe that 17.37% gather
data from at least four apps. While apps may access records
individually, we also found 58 using HealthConnectClient.
aggregate () to access multiple records (as an avg/min/max
value) across a specified time period.

Furthermore, we found that ExerciseSessionRecord has
the nested ExerciseRoute.Location class which may con-
tain one or multiple location points (i.e., latitude, longitude
and altitude) and a timestamp of when the record was gen-
erated. Four apps created records that included the user’s
location, which constitutes a significant privacy risk [68,76],
as location data enables the inference of diverse sensitive
data [45]. Three of these records are being accessed by five
different apps and can be used to identify the user’s past loca-
tions with high precision, or specific routes recorded during
activities like running or walking. Records such as the Ex-
erciseSessionRecord and the SleepSessionRecord also
contain a Tit1le or Notes string field which can be used by
apps for adding richer contextual information. Unfortunately,
they can also serve as a covert-channel (see §2).

Health Connect metadata. Health Connect data types
that implement the Record interface have a Metadata ob-
ject [41, 42] that provides relevant information about the
record. It includes, among other elements, a Health Connect
unique identifier (uuid) assigned upon creation, a descrip-
tion of the device that created the record (e.g., Pixel 6, Xi-
aomi smartscale, HEALBE smartwatch, Galaxy ring), the
app’s package name, and the timestamp of the record’s last
modification. Our investigation reveals that 120 apps access
the Metadata.DataOrigin.getPackageName () of various
records in our database, which reveals a subset of the user’s
installed apps (i.e., other apps with Health Connect records).
Identifying installed apps is a known privacy risk [85, 96],
which Android has explicitly prevented since v11, that is now
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Figure 5: Health Connect leaks by records.

being reintroduced for health-related apps through the Health
Connect platform. Additionally, we found 120 apps using
Metadata.getDevice () to obtain information about the de-
vice that added the record. The Metadata.getDevice () ob-
ject [18] provides information about the device’s type (phone,
watch, scale, chest strap, etc.), model and manufacturer. In
our case, these correspond to DEVICE_TYPE_PHONE, Pixel
6 and Google respectively. This data can be combined with
other device characteristics obtained from OS (Advertising
ID, Build ID, Android version, etc.), and individual-specific
health attributes obtained from the Health Connect platform
(e.g., height, bone mass), to create persistent identifiers that
allow consistent re-identification of the user.

5.3 Off-Device Data Exposure

After interacting with all the apps in our dataset, we manually
analyzed their network logs and identified 69 (19.60%) apps
that transmit Health Connect data over the network. We note
that Health Connect data may contain any type of information
that can be retrieved using the Health Connect SDK, including
record values and metadata. Since we are able to identify
whether the same value (e.g., weight) has been leaked from
records of different apps, we count such cases individually.

Health Connect leaks. While prior work defined leaks as
any data not disclosed in the Data Shared section [27], trans-
mitting health data over the network fundamentally contra-
dicts the intended Health Connect design, and creates avenues
for privacy loss and invasive practices. As such, we adopt a
stricter definition, treating any off-device health data trans-
mission as a leak. We observe that 5.98% of apps have at least
five data leaks, while a single app (com.fitbod.fitbod)
is responsible for 481 leaked Health Connect values, with-
out disclosing this information in its Data Safety Shared
section. We also identified six applications leaking data in
aggregate format from the ActiveCaloriesBurnedRecord,
TotalCaloriesBurnedRecord, DistanceRecord, Basal-
MetabolicRateRecord and NutritionRecord records.

In Figure 5 we present the leaked data based on the Health
Connect records they belong to. We observe values from
20 records being exfiltrated, with the most common records
being ExerciseSession, Nutrition, SleepSession and
Weight. Additionally, in Figure 6 we present the number of

apps leaking Health Connect data over the network based on
the corresponding record value that is being leaked. The user’s
location (latitude, longitude), stored in the ExerciseRoute
record of three apps (toy app, com. fitbit.FitbitMobile
and fi.polar.polarflow), was accessed and leaked by com.
habito.edf to two domains (api.heiaheia.com and trackgpx-
heiaheia-com.s3.eu-west-1.amazonaws.com). We note that
com.habito.edf does not disclose the collection and shar-
ing of health-related data, or the sharing of location data, in
its Data Safety section.

Furthermore, the most leaked values are the ExerciseSes—
sionRecord fields of Title and Notes, which are exposed
by 32 and 26 apps respectively. These values can be inserted
manually by users or automatically by apps. Examples of
app generated values include indoor or outdoor exercise types
("Cycling", "Office workout", "Wednesday Evening Run"),
muscle groups targets ("Full body", "Sit-ups", "Push-ups") or
gymnastics types ("Pilates", "Muay Thai") and can be used
to construct a distinct exercise and fitness profile of the user.
The same applies for the SleepSessionRecord with two
apps leaking the Title and Notes fields. Concerning the
NutritionRecord, we found 15 apps leaking information
such as Nutrition.name, nutrient values (protein, magne-
sium, sodium) as well as fat and cholesterol. These values
reveal the user’s eating habits and dietary preferences. Lastly,
three apps leak the vital signs, blood pressure and body tem-
perature, with the com. squats. fittr app failing to disclose
the latter in its Data Shared section.

Health Connect metadata leaks. Records’ Metadata ob-
jects contain sensitive information that can be used to accu-
rately fingerprint the user and create persistent identifiers. Ta-
ble 2 shows 13 apps accessing and leaking other records’ pack-
age names, thereby bypassing Google’s enforcements con-
cerning access to the user’s installed apps [16]. We observe
that while seven apps leak between one and six package names
of other health-related installed apps, six apps leak between
14 and 69 app package names. Apart from accurate user iden-
tification [8], this data can be used to infer additional personal
sensitive information. For example, the health.mydiabetes
package name reveals that the user probably suffers from dia-
betes, while the org.iggymedia.periodtracker suggests
that the user is a female within a specific age range. We also
observe apps leaking the record’s uuid through getClien-
tRecordId (), a unique, auto-generated identifier created by
the Health Connect platform for each new data object. While
the uuid alone does not reveal the record’s values, these iden-
tifiers can also be misused for user re-identification, as is the
case with the list of installed apps.

Cross-app data leaks. We observe that while several apps
access and send health-related data to their own domains,
29 apps access on average data from 23 apps and leak these
values across one to four domains. In Figure 7 we visualize all
cross-app interactions and the transmission of Health Connect
data to various domains. Blue nodes ( @ ) indicate apps with

2672 35th USENIX Security Symposium

USENIX Association



30 F—— B~ R—— p—
20 oo -1
23 15
aQ
< 10
5 ,,,,,
0
DO QO Q@OLBFR VR ® OO Q@O AL @B ™D LB 22 B O @42 O 22 OO O L O™
B A S O B S B e A O S R s s a0 s S T e B0 (N D 100 460 068
R R S N O N A A R S T S e A R N U U R I
N @ o pX” @R G D QARG CRIE@RD RO D 6O 2 L0 PO TV O RIS @V LR RE@R /@ A
ESEN QT Loy o QY S C LTI I RGO @ (S Y SR LE
& AES Qe 07 L7 R I THL CHF R UL AR RSP
5@ PO N N LD EE o N & N
O (SN S S S LLII I & > ¢ (DY
> SN SN & < AR 3 A SoRA X
<& KX QO N N 0 L DS
< NOSs S o < LR
Pt O <€ & &
&
S
Q\

Health Connect records’ values

Figure 6: Health Connect leaks by records’ values. R# refers to the record id of Table 1.

Table 2: Apps leaking other apps records’ package names.

Package names || App

Health Connect records, while black nodes ( @ ) indicate apps
that may have their own health records but are also accessing
and leaking records of one or more apps. Red nodes ( ® )
indicate domains receiving data from Health Connect apps,
while domains with red text are classified as analytics and
advertising. We label only red nodes with the corresponding
network domain name to preserve visual clarity and highlight
cross-app interactions and network transmissions.

Overall, 29 apps that access records that do not belong to
them, leak data to 42 domains, with 10.34% and 55.17% of
these apps misleading users by failing to disclose in their Data
Safety section that they are collecting and transmitting health
and fitness data respectively. Regarding the domains receiving
this data, apart from online.fitdays.cn that receives the user’s
weight from two apps belonging to the same developer, we
did not identify any other domains receiving data from multi-
ple apps. Moreover, cross-app leaks include sensitive health
values (blood glucose/pressure), location information (exer-
cise routes/location) and record’s metadata such as package
names of other apps. Our investigation shows that apps access
multiple types of records from other apps based on the health
permissions they are granted. 12 apps (e.g., com.catapult.
fitup, health.mydiabetes) leak a plethora of other apps’
records using JSON objects that contain the package name of
the records’ origin and the records’ values. In certain cases
the leaked values were encoded using custom transformation
techniques (e.g., base64) or inside GZIP archives.

Furthermore, we identified 56 apps transmitting the user’s
name/surname, email, Advertising ID, phone number, Build
version and MCC+MNC (Mobile Country Code, Mobile Net-

Package names

5

App

health.mydiabetes
com.ultimate531
com.catapult.fitup
com.hasz.gymrats.app
coach.zing.fitness
com.guavahealth.app
com.whoop.android

com.myfitnesspal.android
com.motionapp.motionapp
com.sillens.shapeupclub
es.as.deportesapp
com.meditation.live

4
3
1
1
com.runnii.walkiiapp 1

work Code), together with health-related data, such as the
blood glucose/pressure, body fat/temperature/lean-mass, ex-
ercise routes, hydration, nutrition, respiratory rate, weight,
steps, calories burned and sleep records. For example, the app
com.sillens.shapeupclub accesses NutritionRecord’s
values (e.g., sodium, cholesterol, sugar, total fat), the Ex—
erciseSessionRecord’s Title and uuid from three dif-
ferent apps and sends this data combined with the user’s
email and full name to the domain api.lifesum.com. While
we do not know how the data is being used after leav-
ing the user’s device, the app’s Data Safety Shared section
states that "Fitness info" is shared for the purpose of "An-
alytics, Advertising or marketing and Personalization". We
identified five more apps (com. freeletics.lite, au.com.
medibank.phs, com.fatsecret.android, com.sillens.
shapeupclub and com.withings.wiscale2) that use the
label "Health Info" or "Fitness info" for the same purpose
under their Data Safety section. We note that under Google’s
guidelines such practices are forbidden [87], and exfiltration
of health data combined with detailed personal information
violates the user’s anonymity. Additionally, the Data Safety
and privacy policies for three of these apps provide conflicting
statements, as the latter explicitly states that they never share
health information for marketing or advertising.

We analyzed domains receiving Health Connect data us-
ing the McAfee classifier [73], DuckDuckGo [46] and Virus-
Total [6], and found that the majority seem to function as
apps’ backend APIs. Surprisingly, as shown by the domains
marked with red text in Figure 7, we found three domains that
are flagged by DuckDuckGo as analytics (amplitude.com)
and advertising (pubads.g.doubleclick.net). The com.lyfta
and com.ellisapps.itrackbitesplus apps send the Ex-
erciseSessionRecord’s Title and NutritionRecord’s
meal name to amplitude.com. In the case of com.lyfta this
information is sent along with the Advertising ID, Build ID,
full name and email. We examined their Data Safety Shared
section and both apps do not disclose this. Next we reviewed
their privacy policies, since it is mandatory for apps accessing
or handling health-related data to have a privacy policy [59],
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Figure 7: Cross-app data interactions and leaks. Blue nodes indicate apps with Health Connect records, while black nodes indicate
apps that may have their own health records but are also accessing and leaking records of one or more apps. Red nodes indicate
domains receiving data from Health Connect apps, while domains with red text are classified as analytics and advertising.

explaining the types of data being accessed or collected, and
how the data will be used and/or shared [60]. The com.lyfta
app does not have a privacy policy which violates Google’s
practices concerning Health Connect apps. The privacy pol-
icy of com.ellisapps.itrackbitesplus explicitly states
that it shares user data to improve user experience and serve
more relevant and tailored information, but does not mention
other purposes like transferring to advertising platforms, data
brokers, or information resellers. While we cannot label this
as a direct violation since Amplitude is an analytics company,
that is not the case for com.myfitnesspal.android. This
app sends the ExerciseSessionRecord’s Title along with
Adpvertising ID, Build ID and MCC+MNC to Google’s ad-
vertising domain pubads.g.doubleclick.net, in direct violation
of Google’s policies for health-related data [87]. Addition-
ally, the app does not disclose sharing "Health and fitness"
data and, to make matters worse, features an inaccurate and
deceptive privacy policy.?

Background access and past records. Android offers
functionality for continuous monitoring of the Health Con-
nect database using android.permission.health.READ_-

2"The unique information you choose to send from Google Health Con-
nect is not transferred by MyFitnessPal to third parties for marketing and
advertising" [78].

HEALTH_DATA_IN_BACKGROUND. Apps with this permission
are able to access the database without being actively
used. Furthermore, android.permission.health.READ_-
HEALTH_DATA_HISTORY allows apps to read the entire
database history, contrary to the default policy that allows
accessing records of other apps only during a 30-day period.

We found the so.obvio.lina weight-tracking app access-
ing the database’s history. Additionally, this app runs in the
background and is capable of retrieving information such
as when and which apps inserted records in the database,
their records, and details regarding when the user installed
other health-related apps. Through further experiments with
this app, we found that it accesses records from 50 other
apps and transmits them to a backend API along with the
user’s email, age, mobile carrier, weight, height, body fat
percentage and the records’ timestamps. Surprisingly, we
found that it also transmits an image to ingest.sentry.io. This
image is a screenshot that was taken without our knowl-
edge or consent during our interaction with the app, and
contained health-related information (weight records). This
practice raises significant privacy concerns, as it enables a
third-party entity to access sensitive personal health infor-
mation, potentially including insights about other installed
apps and their recorded data. While the privacy policy of
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this app states that they use third-party providers for analyt-
ics, crashlytics, and event tracking, taking screenshots should
be explicitly disclosed in the relevant privacy policy. More-
over, screenshots should never leak health-related data. We
found that the app does not stop the background data col-
lection when the user performs a Ul swipe up action (i.e.,
attempts to terminate the app), and the only way to success-
fully stop the background data collection is to force-stop
the app through the Android system settings. We also iden-
tified 11 more apps with background access to the database.
Seven of these applications accessed records (Exercis-
eSessionRecord, ActiveCaloriesBurnedRecord, Step-
sRecord, and TotalCaloriesBurnedRecord) from other
apps, while two leaked health records alongside the user’s
email and full name.

Health insurance apps. Our dataset contains six apps de-
veloped by health insurance companies (two of those pro-
moted as wellness apps) that request Health Connect permis-
sions and use relevant APIs; while none of them accessed
health-related data during our experiments, they did access
and exfiltrate PII (e.g., name, email, MCC/MNC). The lack of
Health Connect API access is due to them requiring specific
information during account creation (e.g., insurance policy
number, government ID number) that we cannot spoof. How-
ever, even though we were unable to fully exercise the apps
for this reason, our static analysis indicates that they include
code for accessing Health Connect records. Notably, we found
an app that does not disclose any sharing of health data in
its Data Shared section, yet lists “Advertising or marketing”
as a justification for collecting health data in the Collected
section. Even more strikingly, while the privacy policy of
ch.swica.benevita2 explicitly advises users “not to enter
any sensitive data (such as health data, including diagnoses
and symptoms, or financial problems)”, this statement stands
in direct contrast to the app’s Data Safety declaration, which
indicates that it collects fitness data.3> Considering that some
insurers leverage users’ social media activity to adjust premi-
ums or deny claims [2,3], granting similar entities unrestricted
access to health data could enable even more privacy-invasive
practices. This underscores a fundamental risk inherent in
Health Connect’s centralized data management architecture.

5.4 Analysis Summary

Our study highlights fundamental privacy risks in Android’s
Health Connect platform, and presents app violations with
severe implications. First and foremost, it shows that apps
accessing health records created by other apps is common
among Health Connect apps; in many cases, this sensitive data,
and records’ metadata, are transmitted off device. To make
matters worse, these apps often fail to disclose the collection

3According to Android [86], fitness data includes sensitive information,
e.g., physical activity and heart rate. Recent studies have shown that heart
rate data from wearable devices can be used to detect cardiac conditions [70].

or sharing of health data in their privacy policies and/or Data
Safety sections, thereby misleading users about their data
practices. In addition, our study shows that the majority of
apps fail to comply with Health Connect’s UI guidelines, as
the onboarding flow presented fails to direct to a valid privacy
policy, while certain apps have no privacy policy at all.

Our investigation also reveals behaviors that directly vi-
olate Health Connect’s guidelines. We discovered a health
app taking a screenshot that contains health data, which was
captured without our knowledge or consent, and transmitted
to a third-party domain. Furthermore, we identified apps shar-
ing health data for marketing and advertising purposes, in
direct violation of Google’s guidelines. Crucially, one app
was found to transmit health-related data along with unique
device identifiers to a Google advertising domain, constituting
a clear breach of Google’s policies regarding health-related
data, and highlighting the absence of adequate oversight and
control mechanisms.

6 Mitigations

In this section, we propose design changes and enforcement
mechanisms to address the privacy risks uncovered by our
research. These measures inevitably introduce additional com-
plexity, as more granular controls, purpose-binding, and sys-
tematic enforcement may add steps to consent flows and com-
pliance checks. While such changes could slightly reduce the
seamless interoperability that Health Connect was designed
to provide, they significantly enhance transparency and user
control over their data.

Context-aware access control. A systemic flaw of the
Health Connect design is that records are accessible to any
app with the corresponding permission type, regardless of
which app created the records. Even though records include
provenance information (i.e., the originating app’s package
name), this information is not taken into account by the access
control mechanism when making authorization decisions. We
propose incorporating data provenance into existing access
control decisions. Access authorization should be granted
based on the tuple (requesting_app, record_type, originat-
ing_app, purpose, timeframe). By default, apps would access
only their own records, while accessing records created by
other apps would require explicit user authorization for a spe-
cific purpose within a given timeframe.

Purpose-bound data access. While provenance limits
cross-app data access, it does not allow users to make in-
formed decisions on how their data can be used by the request-
ing apps. Building on prior work on purpose-binding [91], we
propose requiring each Health Connect data access request to
specify an explicit purpose of use. This purpose of use should
align with the app’s Data Safety disclosures and privacy poli-
cies, similarly to how Android handles the location permission
by displaying a permission rationale dialog [17]. As such, An-
droid can then enforce purpose-specific policies based on
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the user’s preferences and settings, such as restricting certain
records for specific purposes (e.g., analytics). This approach
builds on top of Google’s current mechanisms, enabling a
more fine-grained access control, and making existing policy
requirements [58, 59] enforceable at runtime.

Stringent metadata access. We recommend placing meta-
data access under the same provenance and purpose-bound
controls as record data. Specifically, record’s origin pack-
age names or device identifiers would be returned only when
strictly necessary for the declared functionality. In addition,
record’s package names could be randomized and revealed
only when a data request is accompanied by a declared pur-
pose and explicitly authorized by the user.

Automated enforcement and vetting. On the policy side,
instead of relying solely on self-disclosure, automated checks
could be incorporated into Google Play’s vetting process to
ensure compliance. Static analysis of app’s code would enable
detection of Health Connect data uses that are inconsistent
with the declared purposes, while dynamic analysis of runtime
behavior and network flows could reveal undeclared trans-
missions. Although these techniques may impose scalability
challenges, they would significantly strengthen user control.
In addition, consistent auditing of apps’ privacy policies and
ensuring through the aforementioned technical means that app
behavior complies with their stated policies, would further
align practice with intention and increase transparency.

7 Discussion

Our findings demonstrate that despite Google’s assurances of
on-device data storage, transparency, and user control, users
are not in full control of their health data. Here we further
discuss the structural flaws in Health Connect’s design, as
well as issues related to policy oversight and enforcement.

Architectural design. Health Connect was designed to
simplify interoperability by centralizing health data, while
allowing cross-app access. This reduces fragmentation and
provides convenience for both developers and users, but also
weakens user control. Centralization concentrates sensitive
information in one place, magnifying the impact of any app
being granted access. Metadata such as package names and
device identifiers reintroduce fingerprinting vectors that An-
droid had previously restricted (e.g., [16]). Together, these
design choices highlight the tension between usability and
privacy, showing how the same mechanisms that make Health
Connect seamless also create avenues for misuse.

Policy oversight and enforcement. Google’s policies
around Health Connect and health permissions are explicit:
apps must treat health records as “personal and sensitive user
data” [58], request access only for approved uses, obtain in-
formed consent through prominent in-app disclosures [59],
and maintain a comprehensive and accurate privacy pol-
icy [59, 60]. Moreover, developers are prohibited from trans-
ferring or selling Health Connect data to advertising platforms,

data brokers, or for marketing purposes [87]. Our analysis,
however, reveals that these requirements are not consistently
met or effectively enforced. Privacy policies are also problem-
atic, as several apps failed to describe how they use Health
Connect data, and a small number even reported sharing health
information with advertisers, in direct violation of Google’s
rules [87]. These findings align with prior research showing
that privacy policies, including health and fitness apps, are
frequently absent, incomplete, or misleading [38, 69, 99].

Real-world impact. Google emphasizes that Health Con-
nect data remains “on device” [52]. Yet we find that this
assurance does not hold in practice. We observed numerous
cases where Health Connect records were transmitted over
the network; in the majority of instances data was sent to
the first party (i.e., the app’s own backend servers). While
this might appear benign, the critical issue is that once data
leaves the device, users have no meaningful visibility or con-
trol over how it is processed, monetized, or further shared.
One illustrative example is the Flo Health app, a popular
period-tracking application included in our dataset. Our anal-
ysis revealed that this app read the OvulationTest.result
and CervicalMucusRecord.appearance records and their
respective timestamps (created and inserted into the Health
Connect database by our toy app), and subsequently sent them
to their backend. We also found that Flo Health app’s Data
Safety section mentions the collection of Health and fitness
data, but does not state that it is shared. Interestingly, these
findings align with a very recent enforcement action [92];
in September 2025, Google and Flo Health agreed to a $56
million settlement with the FTC over deceptive data-sharing
practices involving reproductive health information, demon-
strating the real-world impact of Health Connect’s limitations
and the risks we present.

Medical Records. As of January 2026, Medical Records
are included in Health Connect as an experimental feature,
reflecting the platform’s strategic direction towards moving
beyond wellness and fitness data, and becoming a broader
repository of health and medical data. Health Connect’s med-
ical data records already encompass record types such as
Allergies, Conditions, Lab results, Medications, Pregnancy,
and Vaccines [20], which are inherently more sensitive than
health and fitness data, and are typically protected under strict
legislative regulations. Notably, Google currently designates
the Medical Records APIs as experimental, stating that the
API and corresponding Play Store policy for Medical Records
access are still under development and could change, and that
apps may need to meet additional requirements before they
can be released on the Play Store.

The integration of medical data into Health Connect fur-
ther amplifies our concerns. Under the current design, access
decisions are made at the level of record types and, once
granted, allow apps to read data originating from other apps.
Combined with the exposure of record metadata that can be
repurposed for fingerprinting, these design choices extend
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the risk of inappropriate access or unintended sharing of data
of much higher sensitivity. Misuse or leakage of medication
histories, allergy information, or laboratory results could have
tangible adverse consequences for users, including discrimi-
nation, erroneous automated inferences, or inappropriate med-
ical decisions made outside of clinical contexts. This shift
underscores the urgency of strengthening Health Connect’s
access control mechanisms. In particular, access models that
are both context-aware and purpose-bound, that bind clinical
records to their origin and declared legitimate uses, like the
one that we proposed, are essential for safeguarding against
misuse of such highly sensitive data.

8 Limitations

Scalability. Our work required manual effort for dynamically
exercising apps. We refrained from using automated tools
(e.g., monkey [24], UIHarvester [44]) since they are not opti-
mized for targeted content-oriented exploration, and our anal-
ysis required a human-driven direction and input of diverse
health-related values. Manual testing provided us with in-
sightful results regarding apps’ usage of the Health Connect
platform, which remains beyond the coverage capabilities of
current automation tools. Accordingly, we devoted consid-
erable time to manually analyze all network logs, allowing
us to identify major privacy violations, which would other-
wise remain unidentified. While our reliance on semi-manual
dynamic analysis limits coverage and scalability, the total
number of apps we manually processed is substantial, and our
findings highlight serious privacy risks and violations.

Furthermore, we used various transformation techniques
to decode network data, which is commonly used in detect-
ing network leaks [35,43, 80]. Nonetheless, data can also be
encrypted and our results should be interpreted as a lower
bound of privacy violations. Differential analysis [36] could
potentially be employed for revealing obfuscated or encrypted
network data, however, the dynamic nature of Android apps
introduces considerable complexity and significant challenges
to this approach.

Dataset. We made our environment as realistic as possible
by employing a physical device equipped with a SIM card,
creating app accounts, and by processing OTP messages as
needed. Moreover, we used Frida scripts to bypass anti-root or
tampering techniques. However, certain apps could still not be
fully analyzed due to inherent limitations in triggering their re-
stricted functionality. Such apps are those that require a paid
subscription or special identifiers (e.g., gym memberships
or insurance contract identifiers), which we were unable to
obtain, and also apps requiring specific external hardware/de-
vices (e.g., smartscale). For such apps we followed standard
practice, and evaluated them without creating a subscription
or providing any such identifiers. As a result, our analysis
is limited to the functionality accessible without such identi-
fiers or devices. While excluding apps requiring subscriptions,

payments, or external hardware may affect generalizability,
such filtering is common [37, 80, 82]. Moreover, since free
apps dominate the Play Store, our dataset reflects the apps
most commonly used by users. Importantly, the pervasive
non-compliance and violations we observe strongly suggest
broader ecosystem trends rather than isolated incidents. Fi-
nally, we were unable to analyze five apps that employ ad-
vanced anti-analysis techniques.

9 Related Work

Our work presents the first in-depth investigation of the Health
Connect platform, which constitutes a significant development
for the Android OS, and its use in the app ecosystem. Here,
we review prior relevant work on mobile health (mHealth)
apps that predates Health Connect and discuss studies that are
more directly relevant to ours. This prior work primarily ana-
lyzes individual mHealth applications and does not consider
the Health Connect platform or its cross-app data-sharing
mechanisms, which are the focus of our study.

Privacy in mHealth apps. Prior studies on mHealth
apps [26, 62,100, 110] relied on static and dynamic analysis,
GUlI-based user input, and Java code inspection to identify
leaks and exposure to malicious domains. Hassan et al. [55]
investigated female health apps and found that they request
excessive permissions and collect identifiers and sensitive
health data without user consent. Cory et al. [37] analyzed the
network logs of 152 mHealth apps for the collection and shar-
ing of PII and protected health information. They found that
94.7% of apps embed at least one third-party tracker, 80.4%
transmit personal identifiers, 19.6% transmit fitness-related
information and 9.3% transmit health information.

Minen et al. [75] and Huckvale et al. [61] found that
mHealth apps share user data with third parties, including
major analytics and advertising platforms such as Google
and Facebook. Forsberg and Iwaya [49] analyzed ten health
and fitness apps and uncovered permission over-privilege and
significant interaction with third parties. Sentana et al. [97] ob-
served that symptom-checking and condition-tracking apps re-
quested more sensitive permissions and embedded more third-
party trackers for advertising purposes. Ardalani et al. [25]
observed that medical apps leak 20% more personal infor-
mation than fitness apps, due to handling additional sensitive
data. Aljedaani et al. [12] and Prasad et al. [89] found that
apps suffer from security and privacy weaknesses, including
inconsistent privacy claims, missing encryption, and third-
party trackers, often linked to developers’ limited security
awareness, and risky third-party integrations.

Tangari et al. [102] found that 1.8% of mHealth apps con-
tained suspicious code, 45% relied on non-encrypted commu-
nication and 23% transmitted personal data (e.g., passwords
and location) over non-secure channels. Priambodo et al. [90]
analyzed two mHealth apps and showed that they have multi-
ple OWASP mobile vulnerabilities, including improper plat-
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form usage, insecure data storage, and weak cryptography.
Martinez-Gonzélez et al. [72] introduced App-PI, a set of
static analysis tools to analyze and visualize apps’ privacy im-
pact and performed a case study for the Samsung Health app.
Hassan et al. [54] employed static analysis and user reviews to
assess the privacy of ten mHealth apps. Salman et al. [94] dis-
covered that mHealth apps embed third-party libraries flagged
as malicious by antivirus tools, which collect and transmit
user information to external servers. Diez et al. [39] identified
risk of code injection attacks in the HeartKeeper app which
could enable unauthorized access to health data.

Regulatory compliance. Several studies analyzed apps’
data transparency and privacy policies [14,15,31,38,99] and
showed that mHealth apps often have incomplete, inconsis-
tent, or difficult-to-understand privacy policies, with notable
discrepancies between stated policies and actual data prac-
tices [28,71,82]. Papageorgiou et al. [83] found mHealth apps
failing to comply with security standards and legal data pro-
tection regulations. Fan et. al [47] presented HPDROID that
detects compliance violations in mHealth apps and found that
most of them are not GDPR compliant. Alfawzan et al. [10]
demonstrated apps collecting data prior to user consent, while
30% did not provide privacy policies. In [104] the authors
report insufficient privacy policies concerning the collection
and use of health data, while Parker et al. [84] showed that
apps continue to request permissions to access user data that
are unrelated to their stated purpose. Mia et al. [74] evalu-
ated HIPA A safeguards and found many apps lacked essential
protections. Similar studies by Dongjing et al. [S6] and Alias-
gari et al. [11] also examined mHealth apps and identified
problematic practices under HIPAA.

10 Conclusion

This paper presented the first empirical study of Android’s
Health Connect, showing that its core design choices intro-
duce serious privacy risks, despite intending to promote in-
teroperability and user control. Our comprehensive dynamic
analysis of real-world apps uncovered a range of concerning
practices, including unfettered cross-app access and exfiltra-
tion of sensitive health records. In many cases, these practices
directly violated both stated privacy policies and Google’s
own guidelines. Taken together, our findings demonstrate that
Health Connect not only fails to meet its stated goals but also
erodes Android’s broader privacy progress. To address these
shortcomings, we proposed design refinements and stronger
policy enforcement mechanisms aimed at mitigating the iden-
tified risks and ensuring that Health Connect can evolve into
a trustworthy and transparent platform for managing health
data. To that end, we responsibly disclosed our findings to the
Health Connect team, leading to improved review processes
and policy enforcement, and sanctions against bad actors.
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Ethical Considerations

This work examines privacy risks arising from architectural
design choices in Android’s Health Connect through an empir-
ical investigation of Health Connect apps’ behavior. Ethical
considerations were assessed using a stakeholder-based ethics
analysis guided by the principles of the Menlo Report.

Methodology. This study did not involve human subjects
and no real user data was accessed, collected, or processed in
any way. All experiments were conducted by installing and
exercising apps on our own clean device, which was dedicated
exclusively to the experiments. When apps required login, we
used a new Gmail account created specifically for this purpose.
To populate the device’s Health Connect database, we devel-
oped a toy application that provided synthetic but plausible
health data. Similarly, synthetic data was also provided during
app exercising whenever health-related input was required.

Stakeholders and Ethical Principles. We considered the
impact on multiple stakeholders: end users of Android de-
vices using Health Connect apps, app developers, the plat-
form provider (Google/Android), the broader security and
privacy research community, and the authors of this study.
Our analysis was guided by the principles of the Menlo Re-
port: Beneficence, Respect for Persons, Justice, and Respect
for Law and Public Interest.

Potential Harms and Risks. The potential harms dis-
cussed in this section arise from the disclosure and publication
of our findings, rather than from our experimental method-
ology, which did not involve any real users or real user data,
and introduced no direct risk to end users or external systems.

The publication of this work may affect some app develop-
ers and the platform provider. While the behaviors identified
are enabled by the current design of Health Connect, dis-
closure of our findings may result in reputational impact or
regulatory scrutiny for some developers, particularly in cases
where observed behavior diverges from stated disclosures or
platform policies. The platform provider may also face rep-
utational and operational impact, as our findings highlight
architectural and enforcement limitations. Addressing such
issues may require non-trivial design changes and additional
enforcement efforts. These harms are, however, a foreseeable
consequence of public-interest security and privacy research.
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Furthermore, the publication of findings such as the expo-
sure of metadata through Health Connect, could in principle
be misused by adversarial or opportunistic parties to design
privacy-invasive apps or tracking mechanisms. We consider
this risk to be limited, as the identified issues stem from Health
Connect’s architecture rather than from exploitable vulnerabil-
ities. Moreover, the potential for misuse is outweighed by the
benefits of making these risks visible to users and all relevant
stakeholders, and initiating discussions about mitigations.

Mitigations and Responsible Disclosure. To mitigate po-
tential harms arising from the publication of this study, we
followed a coordinated responsible disclosure process with
the Android Security Team prior to submission. We disclosed
our findings and recommendations to the Android Security
Team on October 6, 2025, in accordance with established
ethical research and responsible disclosure practices, and pro-
vided additional clarification and concrete examples on De-
cember 4, 2025. On January 29, 2026, the Health Connect
team responded to our previous communication with the An-
droid Security Team, confirming our findings and reporting
that our follow-up enabled a targeted investigation into the
applications and behaviors identified in our study.

Following our disclosure, Google conducted a review of the
reported applications, as well as the broader claims raised in
our report. While they maintained that many cross-application
data flows align with Health Connect’s intended design for
user-authorized sharing, they confirmed multiple policy vio-
lations consistent with our findings. These included the trans-
mission of health-related data or derived context to advertising
domains, the non-consented capture of screen content by ana-
lytics SDKs, and inconsistencies between declared and actual
data collection and sharing practices.

As a result, enforcement actions were initiated against a
subset of non-compliant apps, several of which have already
submitted corrective updates. In addition, our disclosure in-
formed improvements to internal review and detection mech-
anisms targeting undisclosed data collection and SDK-driven
behaviors. The Health Connect team also acknowledged the
risk of covert cross-app communication via text fields and
noted forthcoming API changes to mitigate this issue.

We view these outcomes as a positive and concrete im-
pact of our work. However, we maintain that the underlying
architecture of Health Connect remains fundamentally prob-
lematic. The current design relies primarily on post-hoc policy
enforcement and developer compliance, while providing users
with limited visibility into, or control over, how their health
data is processed, shared, or monetized once it leaves the
device. Given the sensitivity of the data involved, we argue
that addressing these risks requires reconsideration of Health
Connect’s architectural assumptions, rather than reliance on
enforcement mechanisms alone.

Decision to Publish. We determined that publication of
this work is ethically justified and in the public interest. Our
findings demonstrate that Health Connect’s architectural de-

sign choices result in a systematic loss of user control and
introduce significant privacy risks. These risks are amplified
by the sensitivity of the data managed by Health Connect
and by inconsistencies between observed behavior and stated
data practices, resulting in limited user awareness and mis-
aligned expectations. We concluded that publishing our study
will engage and inform the research community, promote
transparency, and encourage the adoption of more privacy-
preserving mechanisms.

Open Science

In accordance with the USENIX Open Science policy, we pro-
vide the materials necessary to reproduce our findings in [7].
The repository includes the source code for our framework,
our application dataset, our pre-defined list of records, the
toy app used to populate the device’s database with every
available record, the device’s Health Connect database, the
raw Frida and network logs, the analysis code, a README file
and the results of our analysis.
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